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METHOD FOR AUTOMATED DETECTION OF CONFLICTS

IN INFORMATION SECURITY COMPLEX"

This paper describes a method for automatic detection of conflicts in complex of information security

software, based on the analysis of system performance, finding the conflicts in configuration files, registry
keys, and dynamic libraries assessment. Models of conflicting objects of computer system and a method
for calculation of a composite indicator value of performance decreasing, based on linguistic rules and

discriminant function, are introduced.

information security software, conflict detection.

Introduction

Most modern computer applications have
high demands on resources. This particularly
applies to the information security software
as it interacts intensively with many hardware
and software components of computer sys-
tem and use them during the complex system

checks and other operations. Despite the fact
that developers are constantly improving the
process of interaction between information se-
curity software and computer system, as well
as other software, the need for system resourc-
es continues to increase due to the increased
complexity and the increasing number of ma-
licious software [1], [2].
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1 Model of conflict interaction

Three models of conflict interaction between
computer system and information security soft-
ware are introduced in this paper (Table):

1. Dynamic Link LibraryDLL.

2. Registry keys of operation system.

3. Configuration files.

System performance decreasing is detected
using analysis of ratio set, which is most sen-
sitive for changes of measured resource state.

In this paper processor, RAM and hard drive
are analyzed [3]. The second step of this pro-
cedure forms logical rules, describing potential
conditions for a conflict. First logical function
(1) describes potential conflict of configuration
files. Configuration files are used for storing
software parameters. Program paths are often
stored in these files [4]. For several programs,
working with the same directories, a conflict
may occur because of simultaneous interaction
with resources or it can affect data integrity.

TABLE. Models of conflicting object

Set

Description

SZI = { func,,..., func,}

Jfunc,— function called from security program

func,— storedfunctioncalled from security program

DLL = {func,,..., func,,size,dest}

size — library size

dest — library destination

param, — parameters, passed to function

func = {name, param,,..., param, ,rettype}

name — function name

rettype — return type.

name — parameter name

Param = {name, type}

type — parameter type

Type = {type,,...,type, }

type, — type name

SZI,,, ={dll,,...,dIl }

SZI, 56, registry keys used by security program

dll — library description

path — library path

dll = {path,name,size,date}

name — library name

size — library size

date — library creation date

OSpec = {SZLapg s+ SZl g }

SZI G, ~ 168 key stored in OS

OS,,; — security programs that uses registry

SZI p = {regkey,,...,regkey,}

SZI, 56, registry keys used by security program

regkey — registry key

path — key path

regkey = { path,name,type,data}

name — key name

type —key type

data — key data

For Table continuation see next page
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Set

Description

OSpy =4SZly ... SZ1y; }

SZI Y configuration files, used by security program

0S,,, — all security programs, that use configuration

files

SZ1 ,, = {section,,...,section, }

SZI Y configuration file, used by security program

section, — section of configuration file

section = {name,var,,...,var,}

var,— variable in section

var = {name, key}

name — variable name

key — variable describing key

key = {value,type}

value — variable value

type — variable type

type € {int, float,string, path,boolean}

int — integer variable

float — float variable

string — string variable

path — destination variable

boolean — logical variable

IniConflict =

l/)ZIViljp k, Zal, n,m, q:

Y1, Vi, j, kAL n, m: (SZIy;; © OSpy; A section; € SZIjy;, Avar, ©

C section;) = (SZI,N,l C OSn; A sectiony, € SZIy;, A var, C sect

(1)

(SZIiny, © OSiy; A section; © SZI iy, A vary C section; A key, C v
= SZIj;, © OS;y; A section,, C© SZIjy;, A vary, C section, A

L A key, € var,) A (keyz C vary = pathV key, c var, = path).

Logical function for dynamic libraries conflicts (2) describes situations, when the function
exists in a program, but is missing in a library, or when parameters or return value of called

function are differ from those in a library.

DLLConflict =

(Y1, Vidj: func; € SZIgypne = func; € DLL;
Yo, 30, j: (func; © SZIgype Arettype € func; # func; € DLL A
Arettype € func;) A (func; € SZIgyn, Aname € func; =
= func; € DLLAname € func;); 2)
Y3, 3L, k: (func; © SZIgypne A paramy € func; #
# funcj € DLLAparamy, € func;) A (func; € SZIgypnc A
Aname € func; = name € func; A func; ¢ DLL);
\ V4,31, j: func; € SZIgype A func; & DLL.
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Conflict in interaction with the operating system registry keys occurs if several programs
uses the same keys (3).

RegConflict =
Y1, Vi, jAL ki (SZIgpg, © OSgpg Aregkey; © SZIggg,) =
= (SZIggg, € OSgee Aregkey, © SZIggg, );
Yo, Vi, j3l ki (SZIgge; © OSgpc ATegkey; © SZIggg, A path € regkey,
= SZIggg, © OSgrgc Nregkey, © SZIggg, A path € regkey;) A
A (SZIggg, © OSggg Nregkey; © SZIggg, Aname € regkey; =
= SZIggg, € OSgpe Nregkey, © SZIggg, Aname € regkey;) A
A (SZIggg, © OSggg Nregkey; © SZIggg, A data € regkey; = (3)
= SZIggg, © OSgrpg Nregkey, € SZIggg, A data € regkey,);
Y3, Vi, jAL ki (SZIgge, © OSgge ATegkey; C SZIgge, A path € regkey,
= SZIggg, © OSgge Nregkey, © SZIggg, A path € regkey;) A
A (8ZIggg, © OSgpg Nregkey; € SZIgpg, Aname € regkey; =
= SZIggg, © OSgeg Nregkey, © SZIgg, Aname € regkey;) A
A (SZIggg; © OSgpg Nregkey; € SZIggg, A data € regkey; #
\ = SZlggg, € OSgpe Nregkey, € SZIggg, A data € regkey;).

2 Linguistic rules basic terms; X =[0,100]; G = {J} — procedure

for generating new terms; M = {"Low" =

For calculation of the composite indicator
value of performance decreasing, fuzzy sets
and linguistic variables are used, following the
applying of linguistic rules [5]. Figure 1 shows
a graph of the indicators of “Processor time”,
which which consists of four terms:

BaTsXaGaMa (4)

where 3 = «proct»-linguistic variable name;
T = {«Low», «Normaly», «High», «Critical»} —

Marmal High

=L(x,25,37.5); "Normal" = 1(x,25,50); "High" =
= (x,50,75); "Critical" = S(x,75,87.5,100)}.

The rule base, sometimes called a linguistic
model, is used to form outcome variables based
on the input, consists of a set of fuzzy rules R (k),
k=1,..., N, where:

R TR x,isA4f ANDx,isAy ... ANDx, isA}

THEN (yisy{ ANDy,isy; ... ANDy, isB}, ), (5)

Critical

10T
04
[
07
0E
05
0.4
0s
02
01
1] 1

75 100

Units

Fig. 1. «Processor time» indicator
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where N — number of fuzzy rules; 4% — fuzzy
sets Al.k c X, cR,i=1,...,n; B" — fuzzy sets
Bf cY cR,j=1,..,m; X, X,y ..., X — in-
put variables; (x,,X,,...,x,) =x € X x X, x
X ..XxX:y,¥, ...,y — output variables;

(Vs Vaoees V) =pe ¥, x Yy x..xY, .

Figure 2 shows an example of fuzzy infer-
ence scheme, the result of which is the vector
A, representing system state. Further analysis
of this vector displays the presence of conflict
interaction in computer system security com-
plex.

During the last step of the procedure the
classification of the state vector is performed.
It is a good practice to use the discriminant
analysis for determination of the type of con-
flict interaction. Discriminant analysis step is
divided into two stages. At the first stage it is
necessary to identify and formally describe the
differences between the observed objects, on
the second stage the new objects are classi-
fied and assigned to one of the several groups.
Signs, used to distinguish one subset from an-
other, are called discriminant variables.

fi(X)=ay +a,x,+ayx,+...+a,x,. (6)

Discriminant function coefficients (a) are
determined so that f; (X) are separate as much
as possible.

_Vector of the function coefficients a,_ (j =
=0,m) is calculated using the following for-
mula:

(7

Constant term:

1

dy = _E)?“ SOX (8)

The discriminant function for each object
are calculated by substituting the obtained val-
ues of the coefficients to the formula (7). The
boundary that separates the set is called the
discrimination constant and its value equidis-
tant from the averages of functions [6]. For
example:

For differentiation of conflict states discrim- 1, — —

inant functions are used: €= E(fz - fz) )
=
_\ o

s

vam— § oo

a
A vt
W P e
[52Coniicr ST

N7 4l FrocessoiConfict Lonfiet
A, {5 PeriCorsict DLLConfict

peost e HDCorfiet NIConict  S2Confic
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RAMConlict il MovM s

Wemen o X7 oticenia]
Ll ol
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A = {PerfConflict, DLLConflict, IniConflict, RegConflict}

Fig. 2. Fuzzy inference scheme
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Conflict state with variable Y, = PerfCon-
flict, Y, = DLLConflict, Y, = IniConflict, Y, =
= RegConflict will be attributed to the variety of
M, for which the value f; =¢, +a,Y, +a, Y, +
+a,Y, +a,Y, will be maximum.

Conclusion

Application of conflict detection method
will improve the efficiency of system admin-
istration and will reduce the time, required for
detection of conflict interaction existence. A
rough estimate of the time, required to find the
conflict, shows that the application of the pro-
posed method can save up to 30 % of the time,
by providing a clear indication of the conflict.
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